AL homee, children may be using sites such as Facebook, mosht
monsters, whatsapp, nstagram and Tik Tok. In addition, use of
gaming stations has also tncreased.

These sites, whilst betng a Lot of fun, need to be used safely and
seeurely. They should be reminded to never give out personal
information such as user names and passwords and use names
that are not directly linked to thelr original name. They should be
careful when adding photos and also only accept friends if the
person requesting the friendship is a close friend and is well kinown
to themt.

You may be alerted to question your child’s online activity if they
are:

o Spending more and more time on the bnternet.

o Belng secretive - veluctant to talke about thelr lnternet
activity, closing the screen page when you are close by.

o Spending less time with the family, or giving up previous
hobblies and interests.

* Losing interest in their school work, regularly failing to
complete homework.

o Starting to talk about new friends’ that you have not met
and who do not vistt your home.

o Overly possessive of thelr mobile phone, tablet or computer -
perhaps overveacting if someone picks it up or asks to borrow
it

o Showing fear or discomfort whew thelr phone rings, or
quickly turming it off without answering it.

* Undergoing change in personality that you cannot
attribute to any obvious cause.

Please do not hesitate to contaet the school if you have any worries
or concerns regarding your child.

Norden Community Privaary School — Safe us the nternet

‘Our sehool recognises our moral and statutory right to safeguard
and promote the welfare of pupils. We provide a safe anol welcoming
environment where childven are vespected and valued. We will be
alert to the signs of abuse and neglect and follow our procedures to
ensure that children receive effective support, protection and justice.’

We have put together this booklet to give you some information
about how we meet our safeguarding and child protection
vesponsibilities. we have also includeod some tips and information
on how You can ensure Your child safe.

We help to keeep children safe by:
* Having an wp to date child protection policy

o Having other safeguarding policies, such as anti-bullying
and internet safety.

o Checking the sultability of all our staff to work with
childven

® Encouraging pupils to tell us if something is wrong

o Adhering to health and safety regulations

e Training all owr staff to recognise anol respondl to chilol
welfare concerns

o Appointing a designated person who has additional
trabning tn child protection

* Working in partnership with parents and carers

e Sharlng nformation with appropriate agencies i we have
CONCEYNS

*  Managing and supporting our staff team



nternet and mobil we satet

Mobile phones, tablets and computers ave part of everyday life for
many children and Young) people. Usedd corvectly, they are an
exciting source of communication, fun and education but nsed
neorrectly, or ln the wrong hands they can be threatening and
dangerous.

The risks tnclude:

o Cyber-bullying, where hurtful texts or e-mails are sent to
chiloven

o Children are accidentally or deliberntely accessing violent or
sexual explicit websites, elther on a computer or o mobile
phone

o Paedophiles talking to children by mobile phone or online
and enticing thew to engage tn sexual conversations,
photographs, video or actual meetings.

It is probably not practical to shmply ban your child from using
mobiles, tablets and computers as they may well try to find ways
of using thewm, perhaps at a friend’s house or an internet café. They
also weed to learn how to manage the risks. Younger children will be
much easter to supervise and you will declde if and when they
should begin to use these technologies.

Tips to manage the risks

* Bucourage Your child to use thelr phone, tablet or computer
tn a fanily room where it will be easter for you to supervise
your child’s online activity.

®  Ensure that your child kRnows they should never give thelr
full name, address and contact details to people they chat to
on the lnternet.

o Gently explain that some people they talk to on the internet
may not be who they say they are and might say or do
wnpleasant or hurtful things.

o Eunsure the ‘parental controls’ avatlable from some tnternet
service providers are used,

®  You can install software that can filter out tnappropriate
material,

o Talk to your child about thelr internet use. Ask them which
sites they enjoy most and why). Show Yyou are interested,
while understanding thelr need for privacy.

®  (mpress on Your child that they can talk to you if they are
worried about something that has hoppened during their
lnternet use/

*  Make it very clear that your child must never arcange to
meet someone they have chatted to online without Your
permission. Thelr new friend” might well be a Local Yyoung
person of similar age, but they might not be.

For further advice and information visit:

nternet Wateh : www.iwt.oro.uk

Child Exploitation and Online Protection Centre : www.ceop.gov.uke
Stop It Now! : www.stopitnow.org.uk

For childven: www . thinkulknow.co.ulk/5 F/hectorsworld/
Remember, none of these signs prove that your child is at visk in
any way, but if you notice anything that confuses or worries you,
try talking things over with them. Think about thelr demeanour
and attitude, as well as what they say.



http://www.iwf.org.uk/
http://www.ceop.gov.uk/
http://www.stopitnow.org.uk/
http://www.thinkuknow.co.uk/5_7/hectorsworld/

The on-Line world

PEA! Rat’mgs

PEGI ratings offer a traffic Light system of age ratings. Games
suitable for 2s and over 7s are flagged with a green age Leon on the
box. Gqawes sultable for over 12 or 16 ave flagged with an orange
teon, and gawmes only suitable for over 18s have a ved age badge.
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Reasons for the age ranges

It Ls believed that these ages the people using the apps are
at a senstble age to check privacy settings and have a
positive digital footprint as they are more Likely to use
them safely and know what they must do if they are
concerned about anything,...

® Things stay avound - on-line content lasts
o (t's very vistble and potentiol for o huge audience
for children’s mistakes.
e (tcan go viral - there's a chawnce that mages or
messages could spread vaplaly.
® [t's searchable - people can look up our Young people
and find them enstly.
Researeh
‘Many studies have shown that playing viclent games s
assoclateo with veal-life aggressive behaviour and less pro
soctal benaviour, ‘says Catherine Hallisey, a child and
educational psychologist.
Also, ‘in addition, there Ls potential of any highly
interesting and rewarding activity, such as video
gaming, belng addictive, Leading to family condflict.’

Settine Nintendo 2DS Parental Controls

Source; Mttps://suppovt.us.pmgstatlow.com

Applies to Support | New Nintendo 2DS XL, New Nintendo 3DS, New Nintendo
3DS XL, Nintendo 2DS, Nintendo 3DS, Nintendo 3DS XL

Parental Controls can be set at any time on Nintendo DS family
systems. It's possible to conflgure these options while setting up
the Nintendo 2ps family system for the fivst thme, and then
after this polnt they can be alteved via System Settings.

Follow these steps to set up Pa rental Contyrols:

1.

2.

Open the System Settings software from the HOME Menu.

Select Parental Controls ano follow the on-screen
nstructlons.

Choose o PIN code to ensure that your child cannot change
Your chosen settings. You will be asked to enter the PIN twice
to conflrm.

Select a secret question and answer in case You forget Your
PIN. This can be used to vetrieve access to Parental Controls if
You forget Yyour PIN.

You can choose to register an email address; please choose
an email address your child does not have aceess to. I You
forget your PIN and the answer to your seervet question, you
can request for a master Rey to be sent to Your registered
emall address, whieh will allow you to reset Your PIN code.
You will be asked to enter the emall adoress twice.

Please use an emall address that your ehild canmot access. A
conflrmation ematl will be sent to the registered email


https://support.us.playstation.com/
https://www.nintendo.co.uk/Support/Support-11593.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-2DS-XL-1463346.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-3DS-1463348.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-3DS-XL-1463347.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-3DS-XL-1463347.html
https://www.nintendo.co.uk/Support/Nintendo-3DS-2DS/Support-for-Nintendo-2DS-1463343.html
https://www.nintendo.co.uk/Support/Nintendo-3DS-2DS/Support-for-Nintendo-3DS-1463344.html
https://www.nintendo.co.uk/Support/Nintendo-3DS-2DS/Support-for-Nintendo-3DS-XL-1463345.html

address. If You are using a spam filter, please ensure that
Your settings allow emails from @nintendo.net. The
conflrmation emnil also contains an electronic rvecoro of the
serial number of Your Nintendo DS family system.

&. By default, all Parental Control options are enabled. You
can individually configure the settings to your needs by
selecting the separate topics. Please note that you will need the
PIN code to access certain bmportant functions, including
Internet Settings and Format system Memory.

F. ownce You ave satisfied with Your settings, tap the "Done’
button to conflim. You will be taken back to the Parental
Cowntrols front screen.

g If you wish to change your settings at any time, please
enter Parental Controls via System Settings. You will need
to enter the PIN coole to access the Parental Controls software
after it has been set wp. From the Parental Controls front
screen, You can adjust settings, change your PIN, secret
question, secret answer or email address, or clear Parvental
Controls settings entirely.

what can [ restrict with Parvental Controls?

Applies to Support | New Nintendo 2DS XL, New Nintendo 3DS, New Nintendo
3DS XL, Nintendo 2DS, Nintendo 3DS, Nintendo 3DS XL

You can tailor your child's Nintendo 3DS family system to suit
thelr nge using flexible Pavental Controls. You can switch off as
few or as many features as You desive to suit Yyou and Your child:
for a young child, Yyou might choose to prevent access to many
functions, while individual features can be disabled without
Locking down the entire system for an older child.

By default, all features ave restricted when Parental Controls are
enabled. As a precautionary mensure, nternet Settings, used to

set up internet connection settings for Nintendo 3ps family
systems, and the Format System Mewmory option, used to clear the
system's memory, are vestricted by default. The pavental PIN code
Ls required each thme you wish to access these settings.

The following functions can be vestricted using Parental Controls.
It Ls possible to temporarily enable functions for a single use by,
entering the parental PIN code when prompted.

Software Rating - Restricts the usage of Nintendo 3DS software
with unsuitable content, defined by their age rating. it is only
possible to access software that has an age rating higher than the
age defined with the Software Rating setting by entering the
parental PIN code.

Nintendo 2DS Shopping Services - Restricts the use of credit
cavds and online purchasing of content and services through
Nintendo 2bS Shopping Senvices, such as Nintendo eshop. When
this option is enabled, entry of the PIN code Ls required to add
funds with a credit cavd or complete purchases tn Nintendo eShop.

Display of 3D mages - Restricts the use of 2D visuals. This option
lockes the system to 2B display mode until it is disabled. The 3D
depth slider does not affect visuals when the system s in 2D

mode. If this option is enabled, a prompt asking whether the
software should be Loaded tn 2D wode or 2D wode will appear each
time 3D-compatible software is launched. To play in 2D mode, the
parental PIN code must be entered.

Miiverse - Restricts access to Milverse. It Ls possible to select two
different levels of vestriction for Milverse. BY choosing 'Restrict
Posting’, you will be unable to post comments, reply to other users'
comments or Yeah other users' comments, but can still read
comments ano browse gavme communities. Selecting "Restrict
Viewing and Posting' prevents users from Loading Milverse at all.


https://www.nintendo.co.uk/Support/Support-11593.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-2DS-XL-1463346.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-3DS-1463348.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-3DS-XL-1463347.html
https://www.nintendo.co.uk/Support/New-Nintendo-3DS-family-systems/Support-for-New-Nintendo-3DS-XL-1463347.html
https://www.nintendo.co.uk/Support/Nintendo-3DS-2DS/Support-for-Nintendo-2DS-1463343.html
https://www.nintendo.co.uk/Support/Nintendo-3DS-2DS/Support-for-Nintendo-3DS-1463344.html
https://www.nintendo.co.uk/Support/Nintendo-3DS-2DS/Support-for-Nintendo-3DS-XL-1463345.html

Sharing tmages / Audio / video / Long Text Data - Restricts the
transmission of data which may contain private information,
such as images (ncluding photos), audio, video and Long text.
Please note that this does not restrict data sent by Nintendo DS
software or Milverse. To restrict Milverse, please use the dedicated
Mitverse control.

online nteraction — Restricts aceess to online communtieation tin
games and the exchange of cevtain game data with other users over
the lnternet. Please nwote that this doees not restrict access to
Mitverse, the Internet Browser or Nintendo eShop. You cannot
restrict certain data downloaded through SpotPass, such as
system updlates or notifications from Nintendo.

StreetPass - Restricts access to StreetPass and prevents data
exchange in StreetPass-compatible Nintenolo 2DS software. While
You can still enter StreetPass Mil Plaza, You will be unable to
customise Your Mil character's profile, and StreetPass MLl Plaza
games Will not be accessible.

Friend Reglstration - Restricts users from adding friends vin the
friend List. it is possible to view activity of currently registered
friends - for example, Yyou con see if they are online and which
game they are curvently playing - but it is not possible to register
new friends without the parental PIN code.

Upon tapping the "Register Friend" button, a prompt will appear

that allows the restriction to be temporarily removed by entering
the parental PIN code. The PIN code must be entered each thwme the
"Register Friend" button is touched.

DS Download Play - Restricts use of DS Pownlond Play,
preventing the download of Nintenoo DS demos and Local
multiplayer in Nintendo DS software. This prevents Nintendo BS
game data from belng sent to the system. Upon entering the DS
Download Play software, You will see o prompt which allows the

functionality to be ve-enabled with the pavental PIN code. The PIN
code Ls required each time the software is Loadeo while this control
is enabled.

Viewing Distributed Videos - Restricts viewing of distributed
videos to those suitable for all ages. Please note that this setting
does not apply to game-velated videos found on Nintendo eshop,
which can be restricted according to age rating using the Software
Ratlng setting.

nternet Settlngs - used to set up internet connection settings for
Nintendo 2DS family systems - and the Format System
Mewmory option, each found within System Settings, are
restricted by default. The parental PIN code is required each time
You wish to access these settings.



Nintendo Switeh (Source: www.nintendo.co.uke )

(tis not always ensy as a parent to Reep an eye on Your child’s thme
spent with entertalnment devices. The Nintendo Switch Parental
Controls smart device app is a free smart device app which can Link
you with Nintendo Switch to easLLg montltor what and how your
childven ave playing. if you don not have this smart device, You
can also set certain vestrictions on Nintewdo Switeh dir@cttg.

Mowitor your child’s gameplay time.

(n the Nintendo Switch Parental Controls smart device app, You
can set a thme Limit for how Long Your child is allowed to play.
Whew it’s time, an alarm will be triggered on Nintendo Switeh to
let them know thelr play time s up.in the Nintendo switeh
Parental Controls smart device app, You can also comfortably
monitor whether your children are Reeping to the set time or not.
BY using the "suspend Software’ feature, You can set it so that
the game turns off automatically when your child’s gameplay

tlme Ls Wp.

96000600

Suspand Softwara

Mownitor what your child is playing.

There's even a function in the Nintendo Switeh Parental
Controls smart device app where You can see a veport of which
video gavnes your child has been playing, and for how Long.
n addition to seetng what your children have been playing
daily, you can also recelve o monthly play rveport of Your
child from the Nintendo Switeh Parental Controls smart
device app.

At a glance, You can see what kind of games your children

are Lnterested Lin.

Days played

17

Most Played (Days)



http://www.nintendo.co.uk/

You can restrict Your child’s gaming access based on their age.
The following settings arve avatlable:

Features that can be restricted

Prevent children from playing games that are inappropriate for
their age

You can set which games can be played based on the PEGI age
rating.

Restrict communication with other users

You can restrict Your child’s ability to exchange messages and
bmages with other users. This restriction can also be set for

ndividual games.

The Nintendo Switeh Parental Controls Opp does nwot tnclude

settings for the Nintendo Switch online app. To set vestrictions

for the Nintendo Switch Online app, please refer to your smart

device settings.
Restrict the ability of posting screewshots to social network,
services

You con restrict your child’s abLLLtg to post screenshots amPtured

on Nintendo Switeh to soclal network services.

Please note: it is also possible to set all the age-based restrictions
Listed above via the Nintenoo Switeh console, without using the
Nintendo Switch Parental Controls app.

sesee T 09:41

X Restriction Level

None
Teen
Child
Young child

Custom

Restricted Software

(UK

Free Communication With Others

Posting Screenshots on Social Networks

In order to use the Nintendo
Switeh Parvental Controls smart
device app, a parent or guardion
(nged 12 or above) needs to have
a Nintendo Account.

https://www.nintendo.co.ulk/Sup
port/Nintendo-Account/Accoumnt-
Reglstration/How-do-1-create-o-
Nintendo-Account-/tHow-go-I-
create-o-Nintenoo-Accoumnt--
1085426 htwl
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